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Developer Arrested Following 
OFAC Sanctions of the Tornado 
Cash Protocol
Teresa Goody Guillén, Adam D. Gale, Michelle N. Tanney,  
Veronica Reynolds, and Alexandra Karambelas*

The authors explain that the sanctions and the arrest of a Tornado Cash 
developer are the latest developments in an ongoing regulatory crackdown 
in the cryptocurrency industry.

Just days after the U.S. Department of the Treasury’s Office of 
Foreign Assets Control (“OFAC”) issued sanctions against virtual 
currency mixer Tornado Cash, Dutch authorities arrested1 the 
protocol’s alleged developer. In a press release, the U.S. Treasury 
Department2 (“Treasury”) alleged that since 2019, Tornado Cash 
had been used to launder more than $7 billion in cryptocurrency, 
including more than $455 million stolen in the largest decentral-
ized finance (“DeFi”) hack3 to date, on the Ronin Network, carried 
out by the North Korean–backed cybercrime syndicate the Laza-
rus Group. Dutch authorities have not released the identity of the 
developer and have not ruled out the possibility of further arrests 
related to Tornado Cash.

Tornado Cash Background

Mixing services like Tornado Cash4 facilitate the efforts of those 
seeking to obfuscate cryptocurrency transaction histories by pool-
ing users’ tokens with funds from different sources. Tornado Cash 
is an Ethereum privacy protocol operating as a noncustodial smart 
contract mixer.5 Once deployed, the Tornado Cash smart contracts 
cannot be modified or shut down and will operate in perpetuity. 
While Tornado Cash developers initially retained control over user 
funds, the coin-mixing service became permissionless in May 2020.6 

Although Tornado Cash’s founders write and publish the pro-
tocol’s code, a decentralized autonomous organization (“DAO”) 
must approve any changes before they are implemented. In a recent 
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interview,7 Tornado Cash co-founder Roman Semenov emphasized 
the decentralized nature of the service, saying that “there is not 
much we can do in terms of helping investigations because the 
team doesn’t have much control over the protocol.”

OFAC Sanctions

OFAC announced sanctions8 against Tornado Cash on August 8, 
2022, and added it to the Specially Designated Nationals (“SDN”) 
List9 along with 45 Ethereum addresses allegedly linked to crime 
perpetuated through use of Tornado Cash. The Treasury Depart-
ment alleged that the protocol indiscriminately facilitated anony-
mous transactions, allowing cybercriminals to launder billions of 
dollars in cryptocurrency, and that “[d]espite public assurances 
otherwise, Tornado Cash has repeatedly failed to impose effective 
controls designed to stop it from laundering funds for malicious 
cyber actors on a regular basis and without basic measures to 
address its risks.”

Notably, OFAC sanctioned the protocol’s smart contracts rather 
than any natural person or entity. This is significant; while the 
Treasury Department has previously sanctioned wallet addresses10 
and centralized custodial mixers,11 the sanction of a noncustodial, 
open-source protocol is unprecedented.12 Privacy advocates and 
critics of the decision13 have argued that the Tornado Cash sanc-
tions operate not as a ban on a person or entity but rather as a 
ban on any person using a specific tool for any reason, including 
lawful purposes.

The knock-on effects of the Tornado Cash sanctions are already 
being felt in the DeFi world.14 As a result of OFAC’s Tornado Cash 
sanctions, stablecoin issuer Circle blacklisted the 45 Ethereum 
addresses added to the SDN List. Similarly, Ethereum infrastructure 
provider Infura—reportedly used to support Ethereum calls made 
by Tornado Cash’s front-end user interface—dropped all support 
of Tornado Cash.

In the wake of the sanctions and arrest, the peer-elected sig-
natories to Tornado Cash’s community fund disbanded,15 leaving 
control of the fund to the DAO. Shortly thereafter, the DAO itself 
reportedly shut down,16 with both the website and the Discord 
server associated with the DAO apparently going offline. According 
to reports,17 this move was prompted by fear of legal consequences 
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for Tornado Cash community members and contributors. Aban-
donment by the signatories to the DAO appears to have effected a 
fatal blow to the operation of the DAO itself, which raises various 
potential questions about DAOs that are structured in a similar 
manner.

Advocacy Group Files Complaint Against the 
U.S. Treasury Department and OFAC

On October 12, 2022, the blockchain advocacy group Coin 
Center and three individuals filed a complaint against the Trea-
sury, Treasury Secretary Janet Yellen, OFAC, and OFAC direc-
tor Andrea Gacki, alleging that the Tornado Cash sanctions are 
unlawful.18 The plaintiffs claim they and others use Tornado Cash 
for a variety of lawful, legitimate purposes and argue OFAC’s 
sanctions against the protocol exceed the Treasury’s statutory 
and regulatory authority, are arbitrary and capricious, and violate 
the plaintiffs’ First Amendment rights to associational privacy 
and expressive activity.

The complaint enumerates several of the most significant crit-
icisms of the sanctions, including that the government’s actions 
result in the criminalization of transactions involving Ethereum 
addresses that operate as a software “tool” and are not associated 
with specific prohibited persons or entities or property known 
to be associated with specific prohibited persons. The complaint 
also alleges that because there is no way for recipients to reject 
transactions from Tornado Cash addresses, individuals who have 
no criminal intent or ability to prevent such transactions are 
therefore subject to criminal and civil liability as a result of the 
sanctions. In a statement on its website, Coin Center said that it 
“opposes Treasury’s extra-legal usage of its sanctions authority to 
strip U.S. persons of access to software tools that are necessary 
to protect our basic privacy needs as we go about our lives.”19

Takeaways

• OFAC has issued the first smart contracts sanction, and 
its decision to sanction a nonperson has been challenged 
in court.
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• The U.S. government has made it clear that it will hold 
accountable all those responsible for unlawful activity, 
with no exceptions allowed for decentralized protocols.

• Governments worldwide appear ready to hold developers 
and founders of privacy protocols, not just the protocol 
itself, responsible for illicit network activity, even if it 
is decentralized, just as the purported developer of the 
decentralized protocol was arrested in the Netherlands.

• The peer-elected signatories to the protocol’s community 
fund disbanded, and thereafter, the protocol’s DAO report-
edly shut down, which raises various potential questions 
about DAOs that are structured in a similar manner.

Conclusion

The sanctions and the arrest of a Tornado Cash developer are 
the latest developments in an ongoing regulatory crackdown in the 
cryptocurrency industry. In early May, the centralized custodial 
cryptocurrency mixer Blender.io was sanctioned by OFAC20 as a 
result of allegedly laundering funds related to ransomware attacks 
and DeFi hacks. Speaking at a Chainalysis Links conference21 weeks 
after the Blender.io sanctions, Alessio Evangelista, the associate 
director of the Financial Crimes Enforcement Network’s Enforce-
ment and Compliance Division, warned that “too often” crypto 
service providers have opted to keep their heads in the sand about 
blatantly suspect wallets “right up until the day of an OFAC des-
ignation or criminal indictment.”

Decentralized protocols, especially those that offer privacy-
enhancing services, would be well advised to consider upgrading 
their compliance activities.

Notes
* Teresa Goody Guillén, a partner in the Washington, D.C., office of 

Baker & Hostetler LLP, has a broad securities, litigation/investigations, and 
corporate practice that includes representing businesses and individuals in 
securities enforcement and other government investigations and conducting 
investigations for corporate board committees and companies. Adam D. Gale, 
a partner in the firm’s New York office, serves as the firm’s Investment Funds 
Industry team co-leader. Michelle N. Tanney, an associate in the firm’s New 



2023] Developer Arrested Following OFAC Sanctions of the Tornado Cash Protocol 39

York office, focuses her practice on issues including securities litigation, Secu-
rities and Exchange Commission and Department of Justice investigations and 
inquiries, enforcement actions, and evolving financial regulations. Veronica 
Reynolds, an associate in the firm’s Los Angeles office, focuses her practice 
on emerging issues related to cryptographic assets and blockchain. Alexan-
dra Karambelas, an associate (admission pending) in the firm’s New York 
office, focuses on white collar and securities litigation. The authors may be 
contacted at tgoodyguillen@bakerlaw.com, agale@bakerlaw.com, mtanney@ 
bakerlaw.com, vreynolds@bakerlaw.com, and akarambelas@bakerlaw.com, 
respectively.
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